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1. Kibepb6e3nekoBa 3pinliCTb HNXKYA 3a OUYiKyBaHHSA akKUlioOHepa
[MoTouyHa onepauinHa Moaenb He 3abe3nevye peaniCTUYHE AOCATHEHHSA HeobXiAHOro piBHS
3pinocTi BianosigaHo CIS Controls y 2026 poui..

2. BuMmorum akuioHepa Ta perynatopa noTtpebyrotb niACM/I€HHA HAABHUX CMPOMOXKHOCTEMN
HeobxigHe nocuneHHss KoHTponto Kibep-pusukie (CIS Controls, CIS RAM), perynatopHoi
BianosiaHocTi (noctaHoBa HBY NON? 99, 143, 204 Tow,o0) Ta 6e3ne4yHOro BuKopuctaHHs LUI
(pooaTkoBi 20 KOHTPOSIIB Big akuioHepa).

3. O6Me)xxeHa onepauinHa crimkicrtb IT-naHgwadrty
Bucoka noamnmHo-3anexHiCTb, He4OoCTaTHS aBTOMaTm3auisa Ta YHiI(iKOBaAHICTb 3HMXYIOTb
LUBUAKICTb BiAHOBNEHHS Mnicnsa 360iB Ta NHY4KiCcTb npu 3MiHax B IT.
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OSFI + CIS Controls
167 6e3neKkoBuXx 3anobi>xXHuUKIB

MepesBipka Oonuc
Monitnka BiacyTHa — ... — 3aTBepaXxeHa nonitmka
BrnpoBaaxeHHs He BnpoBagxeHo — ...— BripoBaaXXeHo Ha BCixX cuctemMax
ABTOMaTM3aLis PyuHun npouec — ... —» ABTOMaTn30BaHO Ha BCiX cucteMax
3BITHICTb BiacyTHa — ... — OOpMY€ETbLCA A5 BCiX CUCTEM

PiBeHb 3pinocrTi
MouaTkoBun | NMoeToptoBaHnn | BusHadyeHuin | KeposaHur | ONTMMI30BaHMN

OoNOCTUP,WNEHO

Governance / OSFI

Inventory and Control of Enterprise Assets
Inventory and Control of Software Assets
Data Protection

Secure Configuration of Enterprise Assets & Software
Account Management

Access Control Management

Continuous Vulnerability Management
Audit Log Management

Email and Web Browser Protections
Malware Defenses

Data Recovery

Network Infrastructure Management
Network Monitoring and Defense

Security Awareness and Skills Training
Service Provider Management

Application Software Security

Incident Response Management
Penetration Testing
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PesynbTatn ayauty
2025 poky

OuiHka 167 3axopis
3aXUCTy B Mexax 19
KOHTponiB Kibepbe3snekun

Po3pobka aHaniTU4HOI
MoAeni Ta 3BIiTHOCTI
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OuiHKa BNAMBY KOXHOI
HEeBIAMOBIAHOCTI Ha
piBEHb 3piNocCTi

\ J
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OuiHKa BHECKY KOXHOro
NPOEKTY HA YCYHEHHS
HeBignoBigHOCTEN

BIA EXCEL 4O MOJAE/I

~ _ N\
MOXNuBICTb

MporHo3yBsaTu AUHAMIKy
NiABULWEHHS pPiBHS
3pifIoCTi B po3pizax:
pOKiB, KOHTPOIB Ta
MPOEKTIB

®opMyBaHHSA nopTdento
MPOEKTIB
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Impact

Budget

Efforts

EffortCost

J

Cost

i ScorePoint )
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DIGITAL

/ METPUKWU OLUIHKM NMPOEKTIB

BnamB NpoeKTy Ha MiABULLLEHHS PIBHA 3pifIOCTi, NpuBeaeHun ao
O4HOIr0 KOHTPOJHO

OpieHTOBHa OUiIHKA BApPTOCTi peani3auil MpOeKTy 30BHiLUHIM
niapsaaHUKOM

OpIiEHTOBHI TpyAOBUTPATU BHYTPILLHbLOI KOMaHAW ANS NiATPUMKU
peanisauii NPOEKTY

[MpuBeneHa A0 rpolwen BapTiCTb BHYTPILLHIX pecypcCiB, 3 pO3paxyHKY
$50 3a ogHy NOANHO-TOAUHY

BapTicTb NiAHATTA PIBHA 3PIJZIOCTI O4HONro KOHTPOJ/1tO Ha 1
NYHKT, BUXOAAYM 3 6rog)KeTy NpPOEKTY
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AEMO MOAEPHI3OBAHOIO NOPT®EJIA NPOEKTIB 2026-2027

:mjed Impact Gaps Efforts ScorePointCost Eunlrnl 2025 2026 2027
Automated network infrastructure management 0,83 70 379 : £24 090 = 00. Governance (OSFI)

Automated third-party risk management 1.24 26 27 $4 033 = 01. Inventory and Control of Enterprise Assets

Azure Landing Zones 0,82 59 650 %0 = 02. Inventory and Control of Software Assets

Corporate web application protection 0,89 5 49 $11236 = 03. Data Protection

Data protection: Microsoft Pureview 1.24 56 2677 ' $40 395 =1 04. Secure Config of Ent. Assets and Software —
Data protection: System configurations 0,91 &7 1342 $54 303 = 05. Account Management ---
Extending wvulnerability scanning: Tenable 1.36 28 322 %0 = 06. Access Control Management --
Integration DHCP legs into security systems 0,45 9 57 | $1016 =1 07. Continuous Vulnerability Management _
MDM Intune 054 53 202 $33 080 = 08. Audit Log Management 37 45 |45
MNetwork Access Control: Cisco ISE 0,42 29 325 50 = 09. Email and Web Browser Protections _
Network threat detection 015 14 137 $33875 = 10. Malware Defenses 40 40 40
Passive monitoring: Control of hidden IT assets 0,50 12 122 | %0 = 11. Data Recovery --
Secure remote work protection 0,45 70 98 %0 = 12. Network Infrastructure Management

Secure software development: DevSecOps 267 57 1604 $14 994 = 13. Network Monitoring and Defense

Transparent operation of IT systems: Splunk 0,53 37 406 %0 = 14, Security Awareness and Skills Training

Yecboro 13,03 338 8641 - $217 522.. = 15. Service Provider Management

= 16. Application Software Security
= 17.Incident Response Management
HaBaHTa:KeHHA peanizaull NPOeKTIB Ha cniBpobITHUKIE (MOOWHO-TOAWH) = 18, Penetration Testing ---
e 3,8 e, i no repeasany Yeworo 32 39 41
Do nothing g
2 he. 13 e, e 3.9 A1
1.0 e 0,8 Tuc.
0 e, _ — 3.2
IHeHep 1 IH*eHep 2 IHmeHep 3 DevOps IHeHep 4 IHeHep 5 IHmeHep B 2025 2026 2027
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Role 2025-10 2025-11 2025-12 2026-01 2026-02 2026-03 2026-04 2026-05 2026-06 2026-07 2026-08 2026-09 2026-10 2026-11 2026-12 2027-01 2027-02 2027-03
1-BakaHcia
2-BakaHcis
DevOps
K os
H
Qe
p
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ActivityName 2025-10 2025-11 2025-12 2026-01 2026-02 2026-03 2026-04 2026-05 2026-06 2026-07 2026-08 2026-09 2026-10 2026-11 2026-12 2027-01 2027-02 2027-03 Total

Automated network infrastructure 379

management
Automated third-party risk management — 93 244
Azure Landing Zones 67 65 67 67 61 67 65 67 65 59 650
Corporate web application protection 49
Data protection: Microsoft Pureview 85 1339
Data protection: System configurations 1342
Extending vulnerability scanning: Tenable 322
Integration DHCP logs into security systems 23 34 57
MDM Intune 39 98 65 202
Network Access Control: Cisco ISE 72 98 101 ) 325
Network threat detection 39 98 137
Passive monitoring: Control of hidden IT 84 38 122
Secure remote work protection 55 42 98
Secure software development: DevSecOps o ST ST s o 1604
Transparent operation of IT systems: Splunk 84 81 84 81 76 406

Total 67 65 67 67 61 151 146 223 267 591 722 828 979 1033 805 546 560 98 7276
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AOPOXHSA KAPTA NPOEKTIB 2026-2027

T
Oct 2025

T T T T T
Jan 2026 Apr 2026 Jul 2026 Oct 2026 Jan 2027

Azure Landing Zones

Transparent operation of IT systems: Splunk

Network Access Control: Cisco ISE

Integration DHCP logs into security systems

Automated third-party risk management

Secure software development: DevSecOps

Passive monitoring: Control of hidden IT assets

Secure remote work protection

Data protection: Microsoft Pureview

MDM Intune

Extending vulnerability scanning: Tenable

Automated network infrastructure management

Data protection: System configurations

Corporate web application protection

Network threat detection
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| - CTapT npoeKTY KPUTUUHO 3aNEKUTb Bif, 3aNOBHEHHA BaKaHCIil
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1. BiacnigkoByBaHHS NMporpecy B 3aKpUTTi HEBIAMNOBIAHOCTEMN.

2. KOHTpO/b BiANOBIAHOCTI HE Ti/IbKN B YaCTUHI BUKOHaHHSA BuMor CIS
Controls.

3. 3MiHa cknaay CIS Controls.

4. banaHcyBaHHA B peCypCHOMY MJlaHYBaHHiI MiX onepauinHUMK Ta
MPOEKTHUMU 3a4a4aMU.

5. Pusuk-meHepxMeHT (CIS Risk Assessment).
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01 APKEPEJIA AAHUX KIBEPBE3IEKW 02 AHANITUYHE AQPO 03 YMNMPAB/TIIHCbKI PE3YJ/IbTATA

o PE3Y/NIbTATU AYOUTIB MICROSOFT COPILOT STUDIO M2 IS Al e

PiBeHb 3pinocTi * lNMporannHu * Kno4oBi pusmkm e
[uHaMika

peccworgaut COPILOT STUDIO LUI ATEHT

€0uHe aHaniTMYHE AAPOo ANA OUiHKBaHHA, NMpiopyUTe3aLii Ta nnaHyBaHHA
0 BE3MEKOBI KOHTPO/II MiABALLEHHA 3pinocTi

BumMorwu Ta kputepil
OLiHOBaHHA

IHILIATUBW 3 NIABULLLEHHA 3PINTOCTI

ABTOMaTM30BaHe 3iCTaBNEHHA A0Ka3IB i3 MnaH 3axogie ¢ lNpiopuTe3auia ® KOHTPO/b BUKOHAHHA

BUABNIEHHA NPOTANWH 6e3MeKOBUMMM KOHTPONAMU

BHYTPILUHI
° AOKYMEHTH

MonitukKn, cTaHaapTK, OLIHKA BIMNJinBY

npoueaypm

Bn/MB 3MiH i NPOEKTIB Ha KOHTPONI, PU3UKU Ta
piBeHb 3pinocTi

OLLIHKA BIMNJIUBY 3MIH

MpiopuTe3oBaHWi NnaH 3axoAiB 3 O4iKyBaHUM Bnnwve Ha koHTponi ® PiBeHb 3pinocTi ® 3anvLIKoBUiA
epeKToM PU3UK

AOPOXHA KAPTA

CTPYKTYPOBAHMA KOHTEKCT

KOHTPO/Ib | SOBIPA Entra ID RBAC DLP MoniTyky AaHNX KOPWCTYBAUI: CISO o MPOEKTHUN ODIC » MEHELKEP 3
KOMMNAEHCY

. BE3MEPEPBHUI KOHTPO/Ib . SHW>XXEHHA KIBEPPU3UKIB . ONTUMISALLIA PECYPCIB . OBI'PYHTOBAHI PILLEHHA

BISHEC-E®EKT

3aMicTb NepiognYHUX OLIHOK i perynatopHa BiNoBigHicTb Jyacy Ta BUTpaT KOMaHau npos3opa npiopvTesadin
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Oakyro!

OnekcaHap CuHekon

+380674075057

osynekop@universalna.com
https://www.linkedin.com/in/olexandrsynekop/
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